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Table 1: Recommended Cipher Suites for TLS 1.2 

Table 2 : Recommended Cipher Suites for TLS 1.3 

 

• 

• 

 

 



Table 3: Key lengths for TLS 
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Table 4: Hash function for SAML 
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Table 5: Algorithms for key transport 

 

http://www.w3.org/2009/xmlenc11#aes128-gcm
http://www.w3.org/2009/xmlenc11%23aes256-gcm
http://www.w3.org/2009/xmlenc11%23aes192-gcm
http://www.w3.org/2009/xmlenc11%23rsa-oaep


Table 6: Key Agreement Algorithms for SAML 

 

 

Table 7: Signature Algorithms for SAML 

 

http://www.w3.org/2009/xmlenc11%23ECDH-ES
http://www.w3.org/2001/04/xmlenc%23kw-aes128
http://www.w3.org/2001/04/xmlenc%23kw-aes256
http://www.w3.org/2007/05/xmldsig-more%23sha256-rsa-MGF1
http://www.w3.org/2007/05/xmldsig-more%23sha384-rsa-MGF1
http://www.w3.org/2007/05/xmldsig-more%23sha512-rsa-MGF1
http://www.w3.org/%202001/04/xmldsig-more%23ecdsa%20sha256
http://www.w3.org/2001/04/xmldsig-more%23ecdsa-sha384
http://www.w3.org/2001/04/xmldsig-more%23ecdsa-sha512
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Table 8: Signature of Certificates  

 






